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Abstract

Introduction and Objectives: The paradigm shift in international hostilities and the
transfer of the center of gravity of conflicts to communication infrastructures have con-
fronted the traditional concepts of “sovereignty” and “self-defense” with fundamental
challenges. The events of March 2026 (Esfand 1404) and the multi-layered onslaught of
the hostile coalition against the nation’s information arteries underscored the necessity of
a jurisprudential-legal re-examination of cyber defense. Employing a descriptive-analyt-
ical method, this research seeks to elucidate the capacities of Government Jurisprudence
(Figh al-Hukuma) in safeguarding the National Information Network and managing
emerging crises, such as autonomous weaponry and algorithmic contracts.

The findings indicate that, based on principles such as Nafy al-Sabil (Denial of Means/
Way), Hifz al-Nizam (Preservation of the System), and La Darar (No Harm), data sover-

eignty is not merely a technical necessity but a religious obligation (Taklif). In this regard,
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the article, by proposing the innovative construct of “Data as Anfal” (Spoils of War), em-
phasizes the need to redefine big data ownership during wartime and examines the legal
personality of tech hyper-corporations collaborating with enemies under the categories of
“Mubharib” (Belligerent) and “Baghi” (Rebel). Furthermore, a comparative study with the
General Data Protection Regulation (GDPR) reveals a convergence between jurispruden-
tial logic and international law’s national security exceptions regarding the application of
“algorithmic escape hatches” and intervention in smart contracts. Ultimately, the events
of March 2026 necessitate that legislators, by formulating a “Cyber-State of Emergency
Legal Regime,” move toward establishing a comprehensive system of active defense and
damage compensation based on the joint and several liability of the hostiles.

Keywords: Government Jurisprudence, Data Sovereignty, Cyber Warfare, National

Information Network, Principle of Nafy al-Sabil, Self-Defense.
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